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Addendum 2 – Questions and Answers 
1. Could the City please elaborate on what the City’s Vendor Security Assessment is? Our Security Team

has created a questionnaire that is submitted to any potential new vendors.  The questionnaire is two

pages and includes questions about data storage/encryption/protection, remote access, security

practices, and some other basic security “screening” questions.

2. Could the City please provide a full list of locations that require network connectivity? How many

buildings/locations?  For this RFP, the basic fiber connection is existing, but the entire network will need

to be assessed and redesigned to meet current security best practices.  We have a hub site, 5 “satellite”

locations (that have cameras/domain joined computers), 3 “camera only” connections, 1 location with

an emergency VOIP phone, and 1 “Camera ready” location that currently does not have anything stood

up.

3. Could the City please provide the number of users/devices at each location that requires network

connectivity? We have 150 users total.  75 users that are part of the Police Department utilizing mobile

connectivity to the hub and 1 satellite location (<20 concurrently).  Additionally, the remaining users are

Admin Employees that have access to utilize VPN connectivity to the hub site (<10 concurrently).

4. Could the City please identify existing connectivity between locations? What is the network topology

currently used, and how are these locations communicating to each other? Do you have a backup

connection?  Roughly, how many different physical locations does the existing hardware reside in

throughout the city? Hub site utilizes a primary/backup internet connection (2 separate ISPs) with P2P

via one or the other of those ISPs – 6 in Primary and 6 in Secondary

5. Does the City own or have access to fiber between locations? We do utilize P2P connections between

the sites via an ISP

6. Could the City please provide the inventory of the newly purchased Cisco and Fortinet

hardware/licensing? We will provide this inventory during the assessment phase and can discuss any

additional equipment that we might need to purchase at that time.

7. Will the City allow network discovery tools to be installed on the network? Discovery tools may be

temporarily installed in conjunction with security team approval.

8. What is the City’s expectation for the duration of each of the phases? There is no time expectations, as

long as everything is done thoroughly, we do not want to speed through.

9. Can the Network Operations Center be supported from a shared and/or remote environment?

Operations should be able to be managed remotely jointly with city staff, however there may be tasks

that will require on-site management.

10. Will the Vendor be expected to support third-party audits? There will be potential 3rd party audits but

(with the exception of security related issues that might come up) any cost would be at the City’s

expense

11. Who from the City would be authorized to directly contact the Vendor’s NOC? There are a few key

personnel that would act as POC

12. Does the City currently use a Configuration Management Database (CMBD)? If yes, which one? If no, is

this a function planned for the new Information Technology Service Management (ITSM)? We are

considering options as part of this refresh

13. What is the inventory of infrastructure equipment requiring management? How many Routers,

Switches, and Firewalls are in your network? 4 Firewalls, <40 Switches

14. What WAN monitoring tools are available? WAN is currently best monitored through the firewall / we

also have auvik for uptime and availability, we are considering other options as part of this refresh
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15. What Network Analysis tools are available? The city currently uses auvik, but we will be considering 

other options as part of this refresh. 

16. Is any of the City’s CPE End of Support? If yes, does the City have a tech refresh plan? 

17. Does the City require end user Help Desk support? No 

18. Will the City provide a diagram of the current network infrastructure? Do you have a current network 

diagram/layout from this past year?  Do you have a current network diagram/layout from this past year? 

Are you able to describe or provide an overview of the current network structure, including technology 

stacks, software, etc.? Additionally, are you able to provide a network map of locations and the number 

of connected devices?  We will work with the selected vendor to accommodate this request during 

phase 1 

19. Will the City allow remote access during the network assessment? Yes. 

20. Does the City want any Co-management? Yes, the city would like to be a partner in managing the 

network, in addition, we have professional service hours with manufacturing vendor to assist with the 

refresh 

21. How does the City propose to manage service quality of the provider? Should a Service Level Agreement 

be proposed? Yes, an SLA would be best with escalation options. 

22. Would the City accept rough order of magnitude (ROM) pricing in lieu of the fixed firm pricing models? 

Within reason, we are open to considering this as a potential option. 

23. Vendor respectfully requests a copy of the City's security standards for review to ensure applicability to 

the solution and compliance? We are CJIS compliant and would consider NIST, ISO, and/or SOC2 

framework compliance. 

24. Would the City be open to electronic forms of communication such as email and fax? For the phases of 

this project and any project reports, Yes. 

25. Vendor’s standard business practice for an engagement such as this, is to generate a SOW (Statement of 

Work). The SOW will be based off the Q&A and more importantly the required network assessment. The 

SOW will provide the detailed services the Vendor will perform for the City. The SOW will incorporate 

the concepts and requirements in the RFP, required network elements, network design, the desired 

ongoing network management, and the requested NOC services. As long as it meets the written 

requirements of the RFP, and the pricing requirements listed in the RFP, the Vendor can proceed as they 

see fit.  

26. Can you provide the list of the new network equipment already purchased? What is the list of the "new 

equipment the City has already purchased" referenced in RFP?  Section 2.2, Page 7: Could we please get 

a list of the already purchased equipment? Please provide the brand for the switches, network devices, 

laptops, desktops, and printers.  For security reasons, further details will not be published but will be 

given to the selected vendor as part of the first phase and planning. 

27. Does this bid include both wired and wireless networks? Yes. 

28. Will cabling or fiber plans be part of the design effort? Changing cables within the rack to clean up wire 

nests and allow for easier maintenance will be part of the project. Rewiring the building is not. 

29. Can you provide floor plans prior to the bids due? No. 

30. What is the total square footage, number of floors of the buildings? City Hall has 30000 sq ft, 2 floors, 

the other locations are smaller 

31. How many IDF locations are in each building? City Hall – 6, Annex – 2, All others – 1 each 

32. Section 3.5: Page 9: Would you like a fully managed solution including monitoring and management? Yes  

33. Section 3.5: Page 9: The 16 hours specified, are these to transition from a fully managed solution to 

onsite if needed? Is there a current vendor now supporting the County? If so, what is the monthly spend 
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with them? How many hours are being utilized per month or year? These are the monthly escalation 

support estimated hours needed based on historical need 

34. Section 3.5: Page 9: Can the required meeting be remote? There will be an occasional need for onsite 

but the quarterly meetings can be remote 

35. Who is to be considered onsite staff vs onsite IT staff? How many onsite IT staff does city currently 

have? How big is your current IT department, if any? When we reference onsite staff, it is referring to 

the City’s IT staff.  We currently have a team of 5. 

36. What is the maintenance contract status on current network infrastructure equipment? Vendor based 

or reseller? This refresh includes new, recently purchased equipment with current maintenance 

agreements. 

37. How many users are on Office 365? What license do they have? Provide a license count. All of our users 

on in Office 365. 

38. Are the licenses being purchased directly with Microsoft or through a Microsoft Partner? The scope of 

this request is Networking only 

39. Do you currently use Microsoft Teams and/or Microsoft SharePoint? Yes. 

40. Is there a software in place currently to manage endpoints remotely? If so, what product(s) are being 

used? Yes. 

41. How often are the devices and endpoints being updated? Monthly/quarterly/etc. basis? Monthly, and 

more frequently as needed. 

42. Do you have employees working remotely that use a company device? Is there a VPN in place for 

remote access? Is there a firewall? Yes. 

43. Do you offer Bring Your Own Device (BYOD) to employees? Not for business use but BYOD devices are 

connected to a guest network segregated from city owned devices. 

44. Is there a Mobile Device Management (MDM) solution deployed? Yes 

45. How many desktops/laptops/mobile devices are you supporting? 250 

46. Which version of Windows are the desktops/laptops running on? Windows 10 /11 

47. Are user devices being backed up? If so, how often, and do you have retention policies in place? Yes. 

48. Are the servers on-site or on the cloud? Hybrid? Hybrid 

49. If you have a cloud environment, is it Azure/AWS/other? Multiple 

50. How many servers do you have? What operating system are they on? Primarily 2016 - 2022 

51. Do you have any Windows Server 2012/2012R2? Any Linux Servers? Microsoft is sunsetting Windows 

2012 servers in October. Is there a plan to upgrade/replace your current 2012 servers. Please provide 

details. We do have Linux servers 

52. Is there a Disaster Recovery plan in place? What is the infrastructure at the failover location? Yes, P2P 

connected. 

53. How many databases are you using? Please specify which ones. The scope of this request is Networking 

only 

54. What are some of the critical applications being used today? Any ERP applications? The majority of 

critical applications are cloud based 

55. What is the speed of the network connection to the internet? Our main connection is 1g 

56. Do you have any major projects in progress? Yes 

57. Do you have any cameras to support? We have ~150 POE cameras supported by another vendor. 

58. Do you currently have a VOIP solution? Who is your VOIP provider? What is the brand of your desktop 

phones? How many extensions/DID numbers? We do have a VOIP solution in place. All desks have desk 

phones. 
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59. Do you have ticketing system in place? Estimate of tickets per month/quarter?  The scope of this request 

is Networking only .  The monthly estimated escalation hours based on history is 16 

60. Do you require someone to be on-site all the time? No 

61. Is this a multi-vendor or single vendor award? We are looking for a single network management vendor 

62. Is there Change Management system in place? Yes 

63. Is there an Information Technology Assest Management (ITAM) solution in place? Yes 

64. What applications are currently in use? The scope of this request is Networking only .   

65. Can you provide more information about the physical implementation services expected from the 

vendor? Are things like network cables, routers/switches, servers, etc. already installed, or are those 

services expected from the vendor? The labor will be a joint effort between vendor, City staff, and 

manufacturing vendor professional service hours  

66. Can you describe the projected timelines of each phase of this project? This info will be invaluable in 

providing an accurate and cost-effective estimate.  No timeline requirements, depends on the selected 

vendor timeline needed 

67. Are you able to share the overall budget, or if possible, the budget allotted for each phase of this 

project? Not at this time 

Phase 1 Questions – these questions will be answered in phase 1 with selected vendor 

70. Roughly, what is the quantity of existing layer 2 devices?  
1. Layer 2 switches, Access Points, etc.  

71. Roughly, what is the quantity of existing layer 3 devices? 
1. Layer 3 switches, Routers, ETC.  

72. Is the firewall refresh a FortiGate to FortiGate change? 
1. If not, what is the OEM of the firewalls that this project will decommission and deploy?  

73. Are the new firewalls physical devices or virtual appliances?  
74. What devices facilitate the connection between the existing network and the satellite locations?  
75. What method of WAN connectivity is being used on the existing network, will this remain the same for the 

refresh?  
1. MPLS, SDWAN, DIA, LTE other? 

76. Will the vendor have read only VPN access to all devices in scope perform a network discovery/mapping?  
1. Is LLDP and or CDP enabled on all network switches? 

77. Will the vendor have view only, physical access to all network devices in scope? 
  

Phase 2 Questions The labor will be a joint effort between vendor, City staff, and manufacturing vendor professional 

service hours – additional equipment needed will be purchased by City as discussed with selected vendor 

78. In the event that a new topology is approved that requires additional cabling, will the vendor be responsible for 
cabling, cable management, and documentation? 

79. In the event that a new topology is approved that requires additional hardware, will the vendor be responsible 
for ordering and receiving the hardware? 

80. In the event that a new topology is approved that requires additional software, will the vendor be responsible 
for ordering and receiving the software?  
  

Phase 3 Questions 
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81. Will the audience of the “training onsite staff for basic level management” requirement have networking 
experience? Yes  

82. Will the vendor be responsible for troubleshooting auxiliary systems and endpoints outside of the scope of the 
network infrastructure hardware refresh during the cutover?  Yes 
  

Phase 4 Questions  

83. Will the City provide the vendor access to the network monitoring tool that is used by the city for network 
monitoring? Will be considering additional options as part of this refresh 

1. If not, or if this functionality does not exist, is the vendor able to present a network monitoring solution 
during Phase 2?  

84. Will the city provide the vendor access to the network logging tool that is used by the city for quarterly 
reporting? Will be addressing options as part of this project  

1. If not, or if this functionality does not exist, is the vendor able to present a network logging solution 
during Phase 2? 

85. Is it a requirement for the vendor to be physically present for the requested Network Engineer Support hours? 
At times 

86. Is It a requirement for the vendor to by physically present during quarterly meetings between the vendor and 
the City?  At times but remote is acceptable sometimes also 

 


